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__, 200 million Whatsapp messages
2000 hours of video uploaded YouTube
=4 1 billion email’s
ﬂ 15 million Facebook posts
15 million Google searches
@ 220000 photos uploaded to Instagram

ﬂ 2 millions tweet on Twitter

20000 'Things' Added To loT
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LIVE CYBER THREAT MAP

17,636,160 ATTACKS ON THIS DAY

Canada
JEITEC SISI A Unit@s Tu:[jEZ
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https://threatmap.checkpoint.com/
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talian energy giant Enel hit by Windows NetWalkeq 913 N97NN NNN 7MW DINN NNWY
NITITINN NN 722,910 N9yNN NNN NYJ O'NXN) DTN |'"T o0V TMen nnwy

-ansomwarl ' 22100 1WA NI TY R YT
N German giant Dussmann Group has become the latest company to fall victim to a ransomware \\3 DAYN DNIN W, MOD

data breach attack, after hackers began posting stolen files to the dark web.

The facilities management multinational, which employs over 66,000 staff worldwide and makes
AU Stl'a | l| billions of euros in sales annually, appears to have been struck by the Nefilim variant. Al Al

“ N etwal | The group behind the ransomware began posting over 16,000 files to its dark web site as proofof |OWN A fter

N\ its efforts, according to @ransomleaks. A screenshot shows the first part of the upload dated

"

scutives. Software AG.

REvil Ransomware Hits Jack

Daniel's Manufacturer
i -~ | ESSILOR: TARGET OF A CYBER

Attackers who targeted US spirits manufacturer Brown-Forman 3 : ATTACK
reportedly stole a terabyte of confidential data. | ‘ -

Monday with links to the archive, and reveals some personal contact details of the company’s
AL k

Saturday 21 March 2020, Essilor was the target of a cyber
=UC "ar ge1a k10100, which has temporarily disrupted access to some

aﬁ:er Suffering CyberattaCk ) servers and personal computers.

A reported $10 million was degiabged ir napspin \ifter pf‘g‘tlgqﬂmpVanform ation 9 November 2022
\ services offline
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Ransomware attack at German hospital leads to death of patient

By Lawrence Abrams
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Hackers Could Kill More People Than a
Nuclear Weapon

By Jeremy Straub - North Dakota State University August 27, 2019

Digital attacks can hit many targets at once.
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woman as she went to sleep
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o S l.ean see you in the bed, come an, wake the ** up’ man could be heard saying over camera
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Connected Children's Toys aren't Cybersafe: R
Several Serious Vulnerabilities

A- v g2 f

T3 17w 170 1¥1{7 IN N1 120WYT X'WIR |20
"IIN IN19' N 0NNy

01w TWN1 710w, 7120w 17N 8wl 20, 'Y T quin CBS-7 N
NNWAND NN OFRAN VAT T 210w 19121 TN 17 %17 9,27 nnnn
10 7Y oY 121 g e oy

H/10/13 1125008 | NEXTER | un vae

Almost every day a number of devices are reporied to have vulnerabilities.
Today it is chitdren's connected toys.

Several security flaws including lack of authentication for device pairing were
found mn toys sold this holiday shopping season

ster-internet-security-news [ Group and a consumer group "Which?' together tested the
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INFORMATION TECHNOLOGY (IT) VS. OPERATIONAL TECHNOLOGY (OT)

IT

Data and the flow

of d

gital information

oT

Operation of physical processes
and the machinery used
to carry them out

<& Coolfire
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