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Navigation, Multimedia, Premium Branded Audio products  Audio, Lighting, Video Switching Cloud, Mobility and Analytics

Connectivity, Telematics, Safety for use at home, in and Enterprise Automation for Software Solutions & OTA update

& Security Solutions the car and on the go Entertainment and Enterprises technologies for Automotive,
Mobile and Enterprises

LTM Revenue $3,018M LTM Revenue* $2,023M LTM Revenue* $1,013M LTM Revenue* $682M

LTM EBITDA 13.7% LTM EBITDA 14.7% LTM EBITDA 13.2% LTM EBITDA 13.7%

EBITDA is non-GAAP measure and excludes restructuring, non-recurring charges and acquisition-related items. LTM = Last Twelve Months ending March 31, 2016. *Includes
iNterCOMPARY FEMERUESNAL INDUSTRIES, INCORPORATED
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The Car in 2016 - Connectivity on the Rise

DSRC based
receiver

HARMAN

connected vehicles predicted
globally by 2020

Airbag ECU

Lighting System ECU
(interior & exterior)

i =mote ke
points of entry Remote key

Engine & transmission ECU for hackers’

ADAS system ECU

Vehicle Access System ECU

Steering & Braking ECU

1%

m Toyota, Ford and Uber all expect to have
self-driving cars by this date. Each will
2021 address cybersecurity from the very

beginning of development

In QI 2016, mobile carriers added more
connected cars than mobile phone
subscribers to their networks

HARMAN

ECUs in today's average car
that need protection*

100 million+

lines of software code on a modern
car that need protecting, that's more
than a Boeing 747"

harman.com/security
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A NEW WIRELESS HACK CAN
w [NLOCK 100 MILLION
S VOLASWAGENS
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Tesla crash: how it happened

Apreliminary in

estigation into 25,000 Tesla Model S cars has
fter a driver of one of the vehicles was killed
ng in Autopilot modein acrash in Williston,
Florida. Here is how th al accident occurred
according to autherities,

Atractor-trailer on
the westbound lane

repares to turn left
Tesla travels prep

eastbound —~ ®; %
on highway . . \
Tesla's roof strikes e
the underside of the -

trailer and passes
underneath it

Us.
274 eastbou
nd p

Tesla travels
off the road and
hits a wire fence

&
3,
o After traveling It rotates
= across a field, the @ ’. o and comes
S car strikes another to a final
3 wire fence rest
— oAl
x
It passes through
Diagram not to scale the fence and hits

orida Highway Patrol Tr 5. National Higtway Trallic Sallety Administration a utility power pole

C. Chan, 30/06/2016 &% REUTERS 6
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HACKERS FOOL TESLA S
A false positive, commonly called a "false AUTOPILOT TO HIDE AND SPOOF

alarm", is a result that indicates a given OBSTACLES

condition has been fulfilled, when it actually
has not been fulfilled (i.e "crying wolf*)

A false negative, is where a test result
indicates that a condition failed, while it actually
was successful. Acommon example is a guilty
prisoner freed from jail.
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SECURITY IN DEPTH
5+1 CYBERSECURITY ARCHITECTURE

1. SECURE HW PLATFORM
TAMPER R =

HARMAN

2. HYPERVISOR

DOMAIN SEPARATION

3. 0S ACCESS CONTROL

................................................ T ———

4. APPLICATION SANDBOXING

R — ... PRI K SEUATIGH

5. NETWORK PROTECTION

ECUSHIELD & TCUSHIELD
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ﬁg Align leadership and resources |

iy
Uh Know your risk N

Cybersecurity Best Practices for "\
Modern Vehicles | —— ph\

SN = A
_\k:\:%- x : : : < : ¥ Monitor for threats The Road tO a ‘ ‘ , "
e |

ﬁ@ré!\ Spread security awareness — —

m Engage your community — — —
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