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TOWERSEC Overview

BUSINESS PROFILE | Providing security solution to protect vehicles and related
on-board components against hacking and intrusions.

Designed to be integrated in
Telematics devices, IVIs,
dongles and other after-market
OBDII related products.

PRODUCTS Ready to embed software
solution for integration into
ECUs, Smart Gateways and
other CAN related systems

ORGANIZATION Founded in 2012, TowerSec brings together
Detroit® automotive industry's knowledge (@ @
with Israeli Cyber Security experience.

Offices Ann Arbor, Michigan, Maryland,
Berlin, Germany and an R&D center in Tel-
Aviv, Israel
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A On July, 2015, two
researchers
(Miller/Valasek) have
demonstrated a
remote attack on a
Jeep Cherokee taking
control on critical
functions of the car
while the Wired
journalist was driving it
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What is a Critical Infrastructure?

A firhere are 16 critical infrastructure sectors whose assets, systems, and
networks, whether physical or virtual, are considered so vital to the United
States that their incapacitation or destruction would have a debilitating effect
on security, national economic security, national public health or safety, or
any combination thereof.o(www.dhs.gov)

A fCritical infrastructure is a term used by governments to describe assets
that are essential for the functioning of a society and economy.o (Wikipedia)

Transportation Systems Sector

The Department of Homeland Security and the
Department of Transportation are designated as
the Co-Sector-Specific Agencies for the
Transportation Systems Sector.
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Attacks on Transportation Systems
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Raptors Ahead! i Hacking into digital sighage

Indiana, 2013 - Temporary road signs were  June 2014 - overhead highway signs in
hacking in 2013 with fZombies Aheada multiple states simultaneously displayed

Pa_ssword for the signs was available fHack by Sun Hackerd
online, posted by the vendor

-

Credit: @ISUN_HACKER
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Hacking Traffic Control Lights

¥ 2014 /10 Active; 2015/ UMICH T escar europe

¥ The access point and receivers contain mo
encryption at all

¥ firmware updates are neither encrypted nor
signed

¥ no authentication of the signals.

¥ no encryption ; default username/passwords:
password cand be changed

¥ SSID is broadcast

¥ Attacker can do DOS, congestion (change
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Indirect attacks on ITS
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J Waze Attacked: Technion Students
il Create Traffic Jam Cyber Attack On
GPS App
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V2x Misbehavior
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