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AV, Automated Vehicle (not autonomous!)

CV, Connected Vehicle —YpInn 20
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CAV, Connected and Automated Vehicle

C-ITS — NMIANNY? NI'DIN'Y NIMIAN NIDYN
Cooperative Intelligent Transportation Systems

V2V Vehicle to Vehicle — 22717 207 MIYPN

V2l Vehicle to Infrastructure — N'MWN7 207 NIYN
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2017 MIYN NI'AIINDL

DSRC Cellular 3G/4G/LTE
Wi-Fi, Bluetooth, RFID, Infra-red, Optic...
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Dedicated Short Range Communication
DSRC

Frequency range 5.9 GHz
Physical, lower MAC' layers IEEE 802.11p
Upper layers IEEE 1609 oSRCIce ca 1 9 rmw e
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= Protocols, messages SAE 2735 ;- HIIIIH
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. Eq u ivalent Eu ropean 850 5860 5870 S.M‘:Qrm$m 5010 5620 5930

ETSI standards

= 1 Media Access Control
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Architecture Reference for Cooperative and
Intelligent Transportation ARC-IT 8.1 ”
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= \Vehicle to Vehicle (V2V)
Vehicle broadcasts CAM 10 Hz:
Position, direction, speed

= On-board applications generate alerts
Vehicle to Infrastructure (V2I)

= Traffic signals broadcast SPaT
= Bus broadcasts Request for Priority
= VVMS, LCS broadcast traffic information
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Secretary Ray LaHood
V2V Kick Off

Ann Arbor, Michigan, August 2012

V2V Technology is the future of motor
safety.

It opens the possibility of not just reducing the
number of crashes, but preventing them
altogether.

It is estimated that this technology could
prevent or reduce the severity of up to 80%
of crashes scenarios involving non-
impaired drivers
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Technologies for Vehicle’s safety

Vision analysis
(Mobileye)

Lidar
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Accumulated penetration rates of
V2V and probability of pairing

Penetration | Probability

Year

of pairing
2035 60% 36%
2040 81% 66%
2045 92% 85%

NHTSA Preliminary Regulatory Impact Analysis, November 2016
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Goals of the security mechanism

* Privacy - anonymity and un-linkability
= Validate authenticity and integrity of
messages

= Authorization check — sender of the message
is authorized to send this specific message

= Non-repudiation — the sender of the message
will not be able to deny sending a message

= Misbehavior detection and protection from
"misbehaving" actors
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Principles of security mechanism

= Cooperative Awareness Message (CAM)
in plain text message

= Digital Signature

= Pseudonym Certificate
randomly drown from a set of 20 certificates
Set of 20 certificates valid for one week

Header | CAM Information  |ECDSA Signature | Certificate

Secure DSRC do not replaces
applications level security!
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Comments: shadmiz@mot.qgov.ll
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